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This System Training Plan (STRAP) is prelimnary.
Front end analysis (mission, task, job) is ongoing. CYBER CoE - Signal
School will anmend and update this STRAP as details solidify.

CYBER CoE - Signal School is the proponent for this STRAP.
Send conments and reconmendations directly to: Gerald F Evans
Comm 706-791-8132
DSN:. 780-8132
Enai | :
Mai | i ng address:
New Systems |Integration Branch (NSl B)
8th Avenue - Mran Hall Bl dg #29803
Augusta, GA 30905



1.0 System Description

Key Managenent Infrastructure (KM) Capability Increment-2 (Cl-2) will be a
singl e, automated, network-accessible, electronic-based Key Managenent (KM
and predom nantly el ectronic cryptographic product delivery infrastructure.
It will provide Net Centric, reliable, tinely, and secure Conmmunications
Security (COVSEC) nmterial nanagenment (authorization, validation,
accounting, planning, key managenent, CRYPTONET nanagenent) and
distribution. It will additionally provide the means for secure ordering,
generation, production, distribution, managenent and auditing of
cryptographi c products (e.g., asymretric key, symmetric keys, manual
cryptographi c systens and cryptographi c applications).

KM Cl-2 will support requirements for all cryptographic material needed to
achieve information superiority. For example, KM C -2 will provide
support to the follow ng systens/services:

* |dentification Friend or Foe (IFF)

®* Electronic Comrerce and Electronic Data Interchange (EDI) with
governnent and commerci al partners

® Secure electronic mail

e Wde-Area Network (WAN) security

e Wred Tel ephony

* Wreless Local Area Network (LAN)/data device encryption

* Video tel econferencing

* Virtual Private Network (VPN) technol ogy

* Backbone and |Iink encryption

® Secure tactical radio systens

* Mobile radio and cell phones

® Space systens

* d obal Positioning System (GPS)

* Integrated Broadcast System (IBS)

e d obal Broadcast Service (GBS)

* \Weapon system M ssion Pl anni ng Systens (MPS)

e Transformational Satellite Communications System ( TSAT)

e Advanced Extra Hi gh Frequency (AEHF) Satellite System

* Joint Tactical Radio System (JTRS)

® Secure voi ce systens

e DODI N Bandwi dt h Expansi on (DODI N BE)

e Warfighter Information Network - Tactical (WNT)

FUE for Spiral 2 is on or about 4QFYl4



Managenent Client (M3C). The MEC is a configuration of a client node that
enabl es an external KM Operational Manager to manage KM products and
services by either (1) accessing a Primary Service Node (PRSN), or (2)
exercising locally provided capabilities. An M3C consists of a client
platform Hi gh Assurance Internet Protocol Encryptor (HAIPE), and an
Advanced Key Processor (AKP). O her peripheral devices include a printer,
bar code scanner, AKP Reinit Drives, AKP Crypto Initialization Key (ClK),
keyboard, nonitor, nouse, Type 1 Token, and Personal Conputer Menory Card
I nternational Association (PCMCIA) AKP Adapter.

The Client Host Only (CHO is a KM Cient wthout the AKP. The CHO reduces
the overall cost to KM custoners for roles that do not need a

cryptographi c coprocessor. The CHO will be able to: Support Product
Ordering & Managenent, |nventory Managenent, and Downl oadi ng encrypted key.
The CHO will not be able to: Decrypt, encrypt, locally generate key or
conmuni cate directly with another KM Cient Node.

KM Roles: Controlling Authority, Comrand Authority, KOAM with no need to
decrypt key, Registration Manager, and Enrol | nent Manager.

[[1747]i ng]]
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2.0 Target Audience

CGeneral Purpose Users (GPU) will cone fromexisting Army Mlitary
Cccupational Specialties (MXS), Warrant O ficer Specialty Codes (WOSC),

O ficer Functional Areas (FA) and Areas of Concentration (ACC), Air Force
Specialty Codes (AFSC), Navy Enlisted Cassification (NEC), Mrine Corp
Cccupational Specialties (MOS), DoD civilian enpl oyees, and contractor

per sonnel .

Training target audience will consist of new KM users, the current EKMS
user conmmunity, plus personnel identified as trainers for their respective
Services as well as certain infrastructure support personnel.

The target audience will performthe following roles : KM Operating
Account (KOA) Manager (KOAM), System Administrator (SA), System Security
Oficer (SSO, Controlling Authority (CONAUTH) and Command Aut hority
(CVMDAUTH). Registration personnel are a new facet of the target

audi ence. KM users nust have an active Secret clearance.

Sone i ndividuals nay be assigned several KM roles in order to perform
all functions their organization associates with their position. The
followi ng table outlines pertinent external managenent and non- managenent
rol es.

[[img] 1179]]

Ext ernal operational managenment roles are assigned to managers within the
Army KM infrastructure or a supporting Army KOA. These nmanagers are
primarily concerned with registration, enrollment, and product managenent
functions within the Arnmy KM, or sone sub-unit of such an organizati on.

Ext ernal managenent roles are assigned to KM operational nanagers in
customer organi zati ons who:

® Connect to KM exclusively across network interfaces to the PRSN

* Receive their privileges through the KM manager enroll nent process
Aut henticate thenselves to KM using KM nanager credentials

* Have their access to KM nediated by role, rule, and approval



based access controls

Armmy networ k/ key managers in the role of product managers in Cl-2 are
responsi ble for defining required key and cryptographi c products, assigning
key attributes and product parameters, and for managi ng the order and

di stribution of those products, either directly or by assigning
responsibilities to supporting/subordinate users in the product requester
role .

A CONAUTH i s an external manager responsible for deternining what

key products are needed operationally to enable required cryptonets

and for identifying individuals responsible for nore detail ed managenent of
t hose products.

The CMDAUTH enconpasses oversight functions required for managenent of
asymmetric key products:

* Request Partition and Departnent Agency O ganization (DAO Codes. The
DAO code is a unique identifier of a specific departnment, agency, or
organi zation with which a key is associated. DAO codes are used to
support Privilege Establishment Requests (PER) to support asynmetric
key ordering. A DAO sinply says who you are and authorizes the order
of nodern key in support of your entity. A CMDAUTH receives notice
froma Product Requester, typically out-of-band, that a new DAO code
or partition code is needed. Working at a Managenent Cient (M3C), the
CMDAUTH connects to a Prinmary Service Node (PRSN) and requests that a
new code be assigned. The PRSN assigns a DAO code or partition code
for the product and designates the code to be under the control of the
requesti ng CVDAUTH.

® Allocate Codes to Product Requesters. The CVDAUTH sel ects one or nore
user identities that have previously been enrolled as Product
Requesters, and authorizes those users to request asymetric products
containing the partition codes and DAO codes that the CMDAUTH has
est abl i shed.

* Approve Product Requests. In some cases, it may be necessary to
require an approval step in the ordering of asymmetric products. The
CMDAUTH is responsi ble both for identifying such a need, and for
serving as the approving nanager when such approvals are required for
products that are managed by the CMDAUTH



A Product Requester (PR) is an external manager responsible for requesting
products and services and maintains the Account Distribution Profile
(ADP). PR nust be enrolled as Manager, and his privileges for ordering
specific KM Cl -2 products are then defined by the Product Manager (PM
responsi ble for those products. The PR who orders asymmetric products
performa function equivalent to User Representatives in existing FlI REFLY
key managenment processes.

A KOA Manager (KOAM is an external nmanager responsible for operation of
one or nore KOAs. KOAMs are the KM equival ent of COVBEC cust odi ans/ COVSEC
Account Managers (CAM. A KOAM nanages distribution of KM products to
assigned ECUs, fill devices, and AKPs that are assigned to the manager's
KOA. The KOAM desi gnates and regi sters KOA Agents.

Regi stration Managers (RM are the external managers responsible for naking
KQOAs, people, and devices known to KM. Each of the four registration
functions below is addressed with a distinct registration nanager role.

KOA RM mai ntains KOA registration information. This information is
retained in a "data store" internal to KM; information el ements comon
to KM and EKMsS are synchroni zed between KM registration "data store" and
the EKMS directory server.

Since all KOAs will be CAMs in KM, close coordination is needed between
EKMS Regi stration Authorities (RA) and the KOA RM For nilitary services,
the EKM5 RA is located with the Tier 1 system the EKM5S RA will be enrolled
as a KOA RM and provided an M3C and nmanager credentials so he can perform
bot h functi ons.

Personnel Registration Managers (PRM - The PRM basic functions are:

* Regi ster KM personnel

* Add, nodify, update, and delete registration data

* Work with |ocal sponsor authority to obtain information required to
establish an individual's Type 1 identity

e Verify need for identity

® Enter required registration infornmation into KM using an MaC

Devi ce Registration Manager (DRM - DRM basic functions are:

®* Register fill devices and ECUs in KM



® |nitialize ECUs, Type 1 Tokens, and any other KM devices in KM
®* Request initial keys for fill devices and ECUs (e.g., seed key)

Local Type 1 Registration Authority (LT1RA): The LT1RA endorses and
provi sions KM Aware Devices and personalizes KM Manager Tokens. There
are LT1IRAs for both personnel (PLT1RA) and devices (DLT1RA).

PLT1RA basi ¢ functions are:

* Performface-to-face verification of the identity for the user
receiving the Type 1 certificate and token

® Process individuals to obtain their Type 1 Token

* Use the MXC to initiate a certificate request and download a Type 1
certificate onto a token

DLT1RA basic functions are:

* Verify the existence and condition of KM Aware Devices

* Approve devices' infrastructure seed key conversion

* Use the MC to initiate a request for Type 1 public key certificate

* Regi ster and endorse KM Aware Devices (i.e. ECUs, Type 1 Tokens, and
Advanced Key Processors (AKP))

Enrol I rent Manager (EM is a security-sensitive role. The EM deternines
what other KM nmanagers nmay or may not do. The EM cannot be a PRMor a
PLT1RA. Enrol | nent Managers basic functions are:

* Assign KM User identities to KM managenent roles

® Assign rul e-based attributes to KM rmanager identities

* Assign privileges to a Type 1 identity that has been issued for use in
KM

User Support Managers:

®* Provide a mixture of customer organization-specific help staff
(external) and KM -wi de help staff (internal)

* Provide technical support to KM users

* Provi de customer organization-specific help services

Client Platform System Administrator (CPSA) Functions:

* Install initial User Application Software (UAS) and Qperating Software
(OS) upgrades

® Establish and assign Wndows user-accounts

® Set privileges on the client host



* Establish Wndows accounts on the Client host for users with
adm ni strative privil ege

e Performall software backups

* Secure backups

* Create data backups to support systemrecovery

* Performsystemrecovery involving installation of software as required
by operating procedures

Client Platform System Security O ficer (CPSO):

* Monitors and administers the client platformis security including
audit data review, archiving, etc.

Install | AVAs when directed

Install anti virus software and updates as required

Send AKP Archive audit data (OOB) to Cient Service Node (CSN)

* Maintain PKI audit date | AWType 1 Certificate Policy

Token System Security Oficer (SSO:

* Mai ntains the SSO Password for each token

* Manages the SSO PINs for all tokens except their own

® Assists the user in unlocking token and upl oading audit data
fromtoken to KM

* Changes user's PIN

KM Operating Agent (KQA):

®* Enrolled by EM but does not need KOAM credentials to performduties

* Designated by KOAMto access Primary Service Node (PRSN) Product
Distribution Enclave (PDE) to retrieve encrypted products ordered for
user devices assigned to KOQA

* Designates registered users to be KOA for any KOA to which that
nmanager is assigned



e Types

Role Names

al
ient roles

Ordering-and-distribution managers
* Product Managers:
— Controlling Authority
— Command Authority
* Product Requester
* KOA Manager
Registration managers
* KOA Registration Manager
* Personnel Registration Manager
* Device Registration Manager
*» Personnel Local Type 1 Registration Authority
* Device Local Type 1 Registration Authority
Access control managers
* Enrollment Manager
User support managers
* Service/Agency Help Desk Manager

ative
lent roles

Client Node administrators
* Client Platform Administrator
* Client Platform Security Officer

agement roles

Non-management users
* KOA Agent

Description of KM Rol es



3.0 Assunptions

Devel opnent of a coherent training programis predicated on obtaining
adequate data for its design and devel opnent. Training data

nmust denonstrate test subjects can operate and naintain

t he equi pnment/systemwi th mnimal error.

Target audi ence for this system possess the Know edge, Skills and Abilities
(KSA) comparable to the level of conplexity that is inherent in operating
this system

KM Cl-2 will utilize Training Aids, Devices, Simulators and

Si nmul ati ons (TADSS) where ever applicable to train individual and
collective tasks. TADSS are an integral part of the training strategy
and requirenments are based on their use as presented in the strategy. Were
applicable, training will be available in Interactive Milti-nedia
Instruction (IM) format as either Conmputer Based Training (CBT) in a
stand-al one digital nmedia format or as web-based training (WBT)hosted on
either the Arny Training Infornmation Architecture (ATIA), Joint Learning
Managenment System or DoD Learni ng Managenent System  Courseware wil |
comply with the nost current version of the Sharable Content Object

Ref erence Moydel (SCORM.

VWiile it is probable, that fielding KM Cl-2 nmay cause a conversion in the
Arnmy S6/ G5 Sections and I T/1 A personnel, the level of this conversion has
not been determ ned.



4.0 Training Constraints

For an undetermined period, it is possible that LCM5 and KM wi |l be taught
in parallel at the institution. This will incur the need for additional
resources and instructors, both military and civilian to support the

i ncreased student throughput. To mitigate this, the school house has
constructed two new MC classroons in addition to the existing LCVB

cl assroonmns.

No specific MOS is designated as "COVSEC Custodi an," or "COVSEC Account
Manager," (CAM. Therefore, unit comanders must be very selective in their
choi ces regardi ng whi ch personnel they send for training, as the

school house cannot nandate who the units send, only that they neet the

m ni mum requi renents as stipulated in AR 380-40 and TB 380- 40.

Al KM/M3C Training Support Packages (TSP) and IM products are classified
secret. This will place an additional burden on the school house to store
all training materials in GSA approved containers at the end of each day.
pen Storage will mitigate this effort and allow training naterials and
equi prent to remain in the classroomwi thout having to be | ocked in safes.

Institutional training is solely dependent upon facility/classroom

readi ness and availably of equi prment, and the Key Managenent Infrastructure
Training Storefront (KMTS), FUE for Spiral 2 is on or about 4QFY14. If it
is projected that classroons will not be ready by 4QFY1l4, PD NET-E and Cl O
G6 will levy their option to shift M3C training to Tobyhanna Army Depot
until such time the Cyber CCE will have the classroons ready for training.



5.0 System Traini ng Concept

The KM training concept will be devel oped in accordance with (I AW One
Arnmy School System (OASS) guidance. Active Arny (AA), Reserve Conponent
(RC), and National Guard (NG Soldiers will receive standardized,
high-quality KM training regardl ess of the conponent. Training will be
i mpl enented in three phases: New Equi pnent Training (NET), Unit Training,
and Institutional Training as defined in TRADOC Regul ati on 350-70 Arny
Learning Policy and Systens, 6 Dec 11.

The Program Executive Oficer (PEO, Project Manager (PM, and Materi el
Devel oper (MATDEV), will collaborate with USACyber COE' s TNGDEV to devel op
t he STRAP, Training Support Packages (TSP), and Warfighter Training Support
Packages (WISP). Training materials will be devel oped in the Training
Devel opnent Capability (TDC) database using the Anal ysis, Design,

Devel opnent, |nplenentation, and Eval uation (ADDIE) process for all three
trai ning domains | AW TR 350-70.

MATDEV and TNGDEV wi | | devel op operator, nmintainer, and Doctrine and
Tactics Training (DTT) for institutional training. The doctrine and
tactics training strategy provides training when required and feasible
prior to NET/D splaced Equi prent Training (DET), and it ends before

sustai nment training begins. This training is not part of a stand-al one
strategy, but an integral part of the overall training strategy/package.
DTT Teamwill provide training material to the new equi pnent training team
(NETT) to field AA and RC units AWAR 73-1 and DA PAM 73-1.

Al digital training materials will be entered in and managed t hrough the
TDC dat abase. This information drives enbedded training and I M product
devel opnent for Distributed Learning (DL). Sharable Content Ohject

Ref erence Mbdel (SCORM confornmance is nmandatory. |IM products will be

| oaded on the Arny Learni ng Managenment System (ALMS). Individual and
collective tasks updates will be used to update the Digital Training
Managenment System and the Conbi ned Arns Training Strategies (CATS). The
TSPs will be nodified to becone the WISPs with the addition of CATS. Final
TSPs and WISPs wi Il be |oaded on the Central Arny Registry (CAR). These
progranms can be accessed via the Arny Trai ning Network (ATN).



5.1 New Equi prrent Trai ni ng Concept (NET)

MATDEV wi | | devel op and conduct initial NET. Training nethods, concepts,
and technology will integrate instructor-led conferences with the use of
Interactive Conmputer Based Training (I1CBT), Interactive Courseware

(Icw, IM, and sinulation nodul es whenever applicable. The MATDEV wil |

pl an, organize, fund, and field the NET effort |IAWArny Regul ati on 350-1,
Arny Training and Leader Devel opment. The USACyber CCE & FG s DOT wil |
approve all training requirenments and plans. DL will be used wherever and
whenever possible to | everage technologies in training to achieve the

foll owi ng benefits:

* | nproved readi ness

®* Continuous training throughout the Sol dier's career

* Closing gaps between training and operating environnents

* Facilitating nore responsive devel opnent and distribution of critical
training

* Reduced Soldier's tine away from unit/hone

® Leveraging training efficiencies through nultinedia and i mersive
trai ning products

* Avoi ding significant training cost

* Standardizing United States Arny Reserve (USAR) , Arny National Guard
(ARNG and Active Arny (AA) training

* Placing publications and reference materials in digital formfor quick
use

® Accessibility to online education courses

®* Quicker and wi der dissenination of updated training naterials

* More realistic sinulations

Operator-mai ntainers, GPU, Staff Users/System Administrators (SU SA), and

networ k managers will use ICBT and IM to install, initialize, operate,
staff, manage, nmintain, and configure KM Cl-2 conponents, platfornms,
term nals, and networks. NET will be conducted at Ft. Gordon, GA., Ft.

Huachuca, AZ., the Professional Education Center (PEC), Little Rock, AR,
Germany and Korea. The proponent institution will receive Instructor and
Key Personnel Training (1&KPT) on or about 2QFY15. NET will be 80 hours.

MATDEV wi | | assist training developers in acquiring the first production
or procurenment itens and/or system particul ar support equi pnment, | AW Deputy
Chief of Staff for Operations and Plans (DCSOPS) direction via the
Distribution Plan, into the training base prior to other KM Cl-2
fieldings.



5.2 Displaced Equi pnent Traini ng (DET)

Not Appli cabl e



5.3 Doctrine and Tactics Training (DTT)

USACyber COE Conbat Devel oper or TRADOC Capability Manager (TCM will
develop KM Cl-2 DIT. MATDEV will deliver DTT during NET.



5.4 Training Test Support Package (TTSP)

The TTSP bei ng devel oped for KM is the 80 hour M3C course curricul um



6.0 Institutional Training Domain

I ndi vi dual and collective tasks will be trained to AA and RC. AA and RC
will receive the same training. RC training. Individual tasks will be
taught at the institution and collective tasks are the responsibility

of unit commanders. Institutional training will start in sufficient tine

to provide trained replacenents for the first units equipped with the
system This will be on or about 1QFY15 but not l|later than one year after
FUED unl ess the system fiel ding schedule justifies starting institutional
training at a later date. This training is al so dependent upon fielding of
KM Cl -2 equipnment, facility readiness, and the availability of the KMTS
to the Cyber Center.

Additional institutions teaching KM Cl-2 will be Ft. Huachuca, AZ,
Pr of essi onal Education Center (PEC) at Little Rock, AR Germany, and Korea.



6.1 Institutional Training Concept and Strategy

MATDEV or Product Director Net Enablers (PD NET-E) will provide training
conponents (training materials, real equipnent, sinulations, sinulators,
etc.) to USACyber COE & FG along with NET materials and | &PT material s

| AW approved fielding plan. USACyber COE & FG will incorporate materials
into the current 80 hour curriculum The NET TSP will be used to
establish the institutional training base. KM Cl-2 training materials
will be available to develop NCO WO, and O ficer Key Management training
courses. Every organization involved in the process of devel oping training
products and services for KM Cl-2 nust |everage current and energing

i nformati on-age technol ogi es. MATDEV or systemfielder, PD NET-E will
provi de | &KPT to USACyber CCE & FG prior to institutional training being
conduct ed.



6. 1.1 Product Lines

The full conplenent of training support products required to support KM
Cl-2 training constitutes the System TTSP. KM Cl-2 TTSP will provide the
unit with a training package that supports NET.



6.1.1.1 Training Information Infrastructure

KM Cl-2 training material will conformto Joint and Arny architectures and
standards, and enabl e devel opnent, storage, retrieval, delivery, and
managenent of training products. Training products will be planned,
prepared, and devel oped | AWthe foll owi ng operational and technica
architectures as applicable: Departnent of Defense Information Network
(DODIN), ATIA, Hi gh Level Architecture (HLA) for sinulations, and Comon
Training Instrunmentation Architecture (CTIA). KM C -2 will |everage

web- based technology to interface with the training infrastructure via the
Tactical Internet (TI).



6.1.1.1.1 Hardware, Software, and Communi cations Systens

KM clients are conposed of three conponents: an Advanced Key Processor
(AKP), key managenent software applications, and a conmputing platform The
AKP is successor to the EKMs KP, with simlar functionality and formfit,
enhanced performance, and a nodul ar architecture.

G ven varying needs of the KM user community, KM clients may need one or
nore key managenent applications based on needs of the specific user
conmuni ty. Exanpl es of such applications would be nodul es to:

Support physical key products accounting

® Assist in ordering and managi ng nodern key
* Assist in nanaging files containing downl oaded encrypted keys
® Loadi ng appropriate files into transfer devices for ECU | oadi ng



6.1.1.1.2 Storage, Retrieval, and Delivery

Digital information will be devel oped, mmintained and stored on the MC s

I nfo-Center and on LandWarnet eUniversity (LWNeU), Battle Conmmand Know edge
System (BCKS), Defense Connect Online (DCO, or other classified

enabled mlitary training repositories as necessary, and with new
repositories as they evolve through the ATIA



6.1.1.1.3 Managenent Capabilities

NET and institutional training prograns will utilize the Arny Learning
Managenent System (ALMS) to track student progression through | essons,
exerci ses, and evaluations. ALMS will be capabl e of downl oadi ng st udent
academ c records, tracking student progression, and sending the data back
to LMNeU (https://lwn.arny.m|/). Qher services will utilize their
appropriate nanagenment systenms to track student progression



6.1.1.1.4 O her Enabling Capabilities

KM Cl-2 to ECU Interface. KM will supply multiple paths of conmunication
to ECUs with various |levels of automati on and managenent capabiliti es.

ECUs that are not KM-Aware (a device that is known to KM through

regi stration, endorsenent and initialization processes) will interface with
Cl-2 dient Nodes either directly or by transfer fill devices. Transfer
fill devices are special -purpose devices that have a range of capabilities
that can include storing, protecting and transferring protected, and
unprotected key. The Cient Node will be capable of reading from and
witing to each of these fill devices. As new fill device technol ogy
becones available, it is the intent for each Cient Node to be able to
interface with that new device in future capability increnents. This
interface will support functions that include key distribution,

tracki ng, accounting, and auditing, etc.

System Nodes and Characteristics: The KM initiative focuses on neeting key
provisioning requirenents of KM and DODI N | A architecture by

uni fying dissimlar KMsystens that exist today into a single, nodern
architecture one that is nodular, flexible and extensible that wll
significantly reduce resources associated with operation, naintenance and
training. This will be acconplished by transitioning from existing human
key delivery and managenent systens to an autonated Net-Centric KM to ECU
delivery and nmanagenent system The KM devel opnent effort will expand
upon current KM architectures by |everaging existing KMfacilities and
devel opi ng new sol uti ons where needed. Major infrastructure nodes of the
target KM are the Central Services Node (CSN), Product Source Node (PSN),
Primary Services Node (PRSN) and the KM Client Node. KM Cient Node
normal Iy consists of both the KM dient and the Advanced Key Processor
(AKP). In sonme instances, the KM Cient will be deployed w thout an
associ ated AKP. In these instances, the KM Cient without an AKP is still
considered a KM Cient Node. The KM Nodal view figure depicts the nodal
view of the target KM architecture and list services that are provided

wi t hi n each nodal encl ave.

KM Cl-2 will consist of a nunmber of nodes that provide a unified
infrastructure for providing key nanagenment products and servi ces,
supporting a wide variety of users. In KM, users are either consuners
that depend on KM for products and services or nanagers that allocate and
control resources within KM; custoner organizations will typically have a
m xture of users and managers. A logical configuration of KM node types
along with the functions allocated to each node type is shown bel ow

Client Service Node (CSN) - The CSN provides |ong-term system archive,



recei ves Intrusion Detection System (I DS) and audit data fromthe PRSNs for
storage and archive.

Product Service Node (PSN) - PSNs generate and produce KM products at the
request of the PRSNs.

Primary Service Node (PRSN) - KM clients obtain KM products and services
froma PRSN that provides combn managenent functions in a server-based
architecture across nultiple classification domains. The PRSN provides
uni fied and transparent access to KM production sources and delivery of
KM products and services to consuners directly or through an internediary.

Client Nodes - Also referred to as end entities, include stand-al one

crypt ographi c devices, devices that incorporate security features that rely
on KM services (e.g., security features within a router), and conputing

pl atforns using software applications that require KM support. Cient
Nodes cover a broad category of conponents and/or software applications
that provide a user access to the products and services of KM. The KM
Client Node normally consists of the KM Cient platformand the AKP. In

i nstances where the KM Cient is deployed without an associated AKP, it is
still considered the KM dient Node. They can also take a variety of
fornms including security devices or enbedded nodules in enterprise

systems. Cdients can securely interface with the PRSN and all ow users to
per f orm managenment functions or request and receive products and services
fromKM .

A logical configuration of the KM node types along with the functions
all ocated to each node type is shown in the figure bel ow
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6.1.1.2 Training Products

The follwoing training publications and products are bei ng devel oped by the
MATDEV for KM :

An 80 hour training course

M3C Techni cal Manual

MC Qui ck Reference CGuide

CBTs will be devel oped in support of the follow ng roles:

* Enrol | mrent Manager

* Personnel Registration Manager

* Device Registration Manager

* KOA Regi stration Manager

e Command Aut hority

e Controlling Authority

* Product Requestor

* Token SSO

Cient Platform Adm nistrator
Client Platform Security Oficer



6.1.1.2.1 Courseware

Courseware will consist of text-based hel p-style I CWand cl assroom based
TSPs that will be integrated into KM Cl-2 institutional and unit training
for the AA/USAR/ ARNG as applicable. Electronic technical manuals (ETM and
el ectronic exportable TSPs will be used to augment delivery of |ICWand

CBT. The entire KM M3C courseware is housed on the M3Cs' I|nfornation
Center, readily accessible to the student. These el ectronic nanuals and
TSPs can al so be archived in the LWNeU portal, DKO S, and the Defense
Online (DCO portals, provided they are secret enabl ed.



6.1.1. 2.2 Courses

MATDEV wi | | devel op a Managenent Client (M3C) Operator's Course for
managers, planners, and ACOM staff nenbers planning KM Cl-2 acquisition
and fi el di ng.

This course provides instruction in Key Managenent |nfrastructure
architecture, Managenent Cient (M3C), workstation hardware and rel ated
systens; systeminitialization and interface with other accounts; account
for and manage COVSEC material; order, generate, and distribute traditiona
and nodern keys; conduct inventories, destroy keys, and perform ot her
accounting procedures; prepare and submt reports within the KM

hi er ar chy.

Training materials will include commpn core nmodul e and role specific

nodul es. Rol e specific nodules will enable the training course to be
tailored to operational positions of students as determ ned during the
training analysis. This strategy will allow students to receive only the
training required to performtheir job. Conmon core nodul es provi de common
information that is needed no nmatter what role the student will performon
the job. Mdul ar devel opnent of common core materials supports nultiple
reuse. For exanple, all trainees will need comobn core nodul es such as
Modul e A - System Overvi ew and Module B - Node Description. However, only
the LOA Registration Manager will need the rol e-specific nodule, Mdule F -
KOA Manager. Modul ar devel opnent allows a variety of comobn core and

rol e-specific |l essons to be conbined into a rol e-based/ scenari o- based
curricul um

Modul ar devel opnent will also sinmplify subsequent updates. Training
materials for each spiral will build upon the training nmaterial subnmitted
during the previous spiral. Twenty-ei ght nodul es were identified for

devel opnent based on systemroles for each node. Rol e-based/scenari o-based
operator training will be conducted using verified materials. It is
anticipated that anywhere from2 to 16 hours will be required to conduct
training for any particul ar nodul e.

PRSN CSN Training. Users will require PRSNVCSN training to support testing
Users may attend nmultiple rol e-based nodul es depending on their job
requi renents and cl assroom capacity.

Hel p Desk and Infrastructure Support Training. The KM Cl -2 training team
will train Help Desk Operators to ensure they have the know edge to resol ve



issues and to efficiently access and update information in their issues
dat abase. Training materials and technical manuals will remain readily
accessible to Hel p Desk Operators to assist themin resolving caller

i ssues. Materials used to conduct this training will be conpiled into an
exportabl e package for future use however, the bulk of Help Desk and
Infrastructure training will be conducted via unit training.

M3C COURSES

Conduct System Overvi ew

Define Information Assurance

Defi ne Key Managenent Infrastructure (KM) Roles
Def i ne Key Managenent Infrastructure (KM) Responsibilities
Establ i sh Pl atform User Account

Install System Software

Establi sh M3C User Account

Mai ntai n System Confi guration

Manage Network Connectivity

Monitoring Platform Security

Audit Data Managenent

Manage System Reports

Est abl i sh New Product Requirenents

Cenerate Crypto Product Request

Manage Account Distribution Profile (ADP)
Destroy Crypto Product

Est abl i sh New Product Requirements

Manage Account Distribution Profile (ADP)
Generate Crypto Product Request

Modi fy Account Distribution Profile (ADP)



Identify KOA Enroll nent Request
Manage KOA Agent Request

Inventory KM Operating Account (KOA)
De-regi ster KM QOperating Account
Order KM Aware Device

| ssue Key for Managenent Cient Device
Manage Device Distribution Profile
Process Key Account abl e Product
Transfer Accountabl e Product

| ssue Crypto Product

| mport KOA Key

CGenerate Local Key

Destroy Crypto Product

I nventory KOA

Initialize KM Aware Device
De-register KM Aware Device

Modi fy KM Manager Regi stration
De-regi ster KM Manager

Per f orm Token Personal i zation
Initiate Product Delivery

Enabl e Encl ave (PDE)

Endorse KM Device

Process Non PDE

Enabl ed KM Aware Devi ce Endor senent



Regi st er KOA

Synchroni ze Short Title Profile

Distribute informati on between EKMS and KM
Process KM Agent Enrol | ment

Retri eve Key Product

Rel ocate KM Operating Account

Backup KM Operating Account



6.1.1.2.3 Training Publications

PD NET-E will develop the Integrated Operator/Mintenance Manual . All
training materials, TMs and publications will be resident on the Managenent
Cient's (M) info center.



6.1.1.2.4 Training Support Package (TSP)

MATDEV wi || devel op a series of scenario based TSPs. TSPs wi |l be desi gned
to support effective KM Cl-2 operator training. TSPs will make maxi num use
of DL technol ogy. As appropriate, TSPs will be I M structured progranms
presented on a conputer-based system If applicable, courseware will be
delivered in two versions. One version of the courseware will be delivered
over Secure Internet that is playable in either the Mcrosoft |nternet
Expl orer browsers versions 5.x or higher, or the Mdzilla Firefox browser
versions 5.x or higher. The second version will be a stand-al one node,
delivered via CO-ROMDigital Video Disc (DVD). The KM Cl-2 TSP nust train
core tasks; develop proficient Soldiers, |eaders, staff and units; and
support AA/ RC personnel. MATDEV will plan, program and budget for TADSS
that are required to support the training of KM Cl-2.



6.1.1. 3 TADSS

Training Aids, Devices, Sinmulations and Sinulators (TADSS) will be an
addi ti onal source to train KM Cl-2. TADSS devel oped nust be
mul ti functional and support training for all affected AFSCs, MOSs, NECs,
AQCs, and FAs. TADSS should include Levels 2 through 4 interactivity, T™M
based, easily replicated, non-proprietary, and proceeds through the
foll owi ng process: acquire, famliarize, practice, and validate. An
exception to this requirenent will be those Service specific conponents
havi ng special instructional delivery needs that exclude TADSS. Al KM
Cl-2 institutional training requiring TADSS will adhere to the Joint
Standards for TADSS. |f Joint Standards do not exist, the TADSS will adhere
to the practices and guidelines of the Executive Agent with input fromthe
ot her Service conponents. Service conponents will identify their individua
TADSS i f needed. Designs for sinulations should include sinulation
software residing on the users PC platformand have the capability to use
nultiple sinulation applications on the sane platform Platform screen will
di splay icons such as a photo of the systemfor various sinulations. User
will select appropriate icon, |load program and use sinulation to
execute their training where ever applicable.

TADSS devel oped for KM Cl -2 shall provide students an easy to use human
systeminterface, courseware |oading and playability process, and course
navi gation. PM nust ensure CBT for the systemtraining suites has the
capability to nonitor and assess the efficiency and effectiveness of system
performance task training. The software system nust be capabl e of
initiating, maintaining, and downl oadi ng student records when used at the
institution. Training software will be capable of securing student record
dat a.



6.1.1.3.1 Training Aids

MATDEV wi | | devel op CBTs and WBT for supporting the KM Cl-2 environnent
during NET and Sol dier Unit Sustai nnent Training. A Sharable Content

nj ect Reference Model (SCORM version 2004, version 3 conpliant. It wll
accurately present systemoperation for user self-study and

practice. CBT/WBT will be developed in a nodular format based on the
operational tasks for each user role. It will provide visual

denonstrati ons of system operations (show nme) and a realistic way to
practice systemtasks without affecting the actual system (try it).

CBT/ WBT shal | provide students an easy to use human systeminterface,
courseware | oading and playability process, and course navigation. PM nust
ensure CBT for systemtraining suites has the capability to nonitor and
assess efficiency and effectiveness of system performance task training.
The software system nust be capable of initiating, naintaining, and

downl oadi ng student records when used at the institution. Training
software will be capabl e of securing student record data.

CBT/WBT will contain |earning checks to provide students with realistic
practice opportunities to evaluate their performance. A printable
certificate will verify student proficiency in each critical performance
area. Upon successful conpletion of self-Ilearning checks for each critical
performance area, students will be able to print a job aid to use in
perform ng actual system operations. The CBT will be supportable in both a
stand- al one and a web-accessi bl e format.

The following CBTs will be devel oped in support of the follow ng roles:

* Enrol | mrent Manager

* Personnel Registration Manager

* Device Registration Manager

* KOA Regi stration Manager

e Conmand Aut hority

e Controlling Authority

®* Product Requestor

* Token SSO

Client Platform Adm nistrator
Client Platform Security Oficer



6.1.1.3.2 Training Devices
Not Applicabl e



6.1.1.3.3 Sinulators
Not Applicabl e



6.1.1.3.4 Sinul ati ons

Software sinmulations and I CBT will be developed for KM Cl-2 institutional
training. These training products will deliver critical KM C -2 know edge
and skills for the installer, operator-nmaintainer, SU SA network planner,
and network nanager. CBT will be integrated into the dient user
interface. It will be delivered as part of the Cl-2 system CBT with
additional roles will also be available as a | eave-behi nd/ sust ai nnent

trai ni ng package.



6.1.1.3.5 Instrunentation
Not Applicabl e



6.1.1.4 Training Facilities and Land

Two additional CONUS KM training facilities will be stood up. The first
one will be at Ft. Huachuca, AZ. Once NET is conplete, that suite of

equi prent will be transferred to USACyber COE to equip one of its

cl assroons. The second KM training facility is the Professional Education
Center (PEC), at Little Rock, AK



6.1.1.4.1 Ranges
Not Applicabl e



6.1.1.4.2 Maneuver Training Areas (MIA)
Not Applicabl e



6.1.1.4.3 Cl assroons

Two additional KM training facilities will be stood up. The first one wll
be at Ft. Huachuca, AZ, after which, when NET is conplete, that suite of
equi prent will be transferred to USACyber COE to equip one if its

cl assroons. The second KM training facility being considered is the

Pr of essi onal Education Center (PEC), at Little Rock, AK



6.1.1.4.4 CTCs
Not Applicabl e



6.1.1.4.5 Logistics Support Areas

Conmruni cati ons Security Logistics Activity (CSLA) will provide all

| ogi stical processing, support, storage and staging for accounts
transitioning from AKM5/ EKM5 to KM . The Arny Custoner Support Center at
CSLA will provide KM help desk service to the Army. The CSLA Hel p Desk
will serve as the Arny's face to the field and provi de assi stance and

advi ce/ gui dance regarding KM client node software, hardware and operations
to Army KM users. Sel ected CSLA personnel will also support various KM
infrastructure roles as a representative of the Arny Service Authority
(ASA) . CSLA will al so provide item managenment of the M3C and its nmjor
conponent s.

Tobyhanna Army Depot (TYAD). Tobyhanna Arny Depot (TYAD) will provide both
fielding and depot support functions with respect to Arny client nodes.
TYAD wi Il ensure strict enforcenment of accounting policies and procedures,
proper handling and storage, and access control during its operation,

shi prent, nmai ntenance, or repair, until final disposition of Controlled
Crypographic Item (CCl) at TYAD.

O her agenci es providing additional support for KM are the Product
Director Network Enablers (PD NET-E), Communications-El ectronics Research
Devel opnent and Engi neering Center (CERDEC).



6.1.1.4.6 Battl e Command Trai ning Centers (BCTC)

No BCTCs have been identified for KM Cl-2 institutional training.



6.1.1.5 Trai ning Services

KM will require training services to enable sustainnment training in

all the training domains. Sustainnment includes updates to publications and

techni cal manuals, as well as changes to the training products that

support KM in all training domains. These services will support life cycle
managenent of training materials and products that are used to

train Warfighters as KM hardware, operational environment and software are
updat ed and changed.



6.1.1.5.1 Managenent Support Services

USACyber COE Directorate of Training (DOT), along with TRADOC Capability
Manager for Networks and Services (TCMN&S) will be responsible for

i npl enenti ng managenent support services in support of KM. These life
cycl e managenent services wll support changes and updates to training

mat eri al s and products across the training domains. As new requirenents and
technol ogy emerges, there will in turn be hardware and software updates

to KM. TCMN&S will manage energing capabilities, requirenents and

t echnol ogy, while DOT manages the changes to training materials and
products as a result of these upgrades to KM.



6.1.1.5.2 Acquisition Support Services

TNGDEV, in conjunction with Conbat Devel oper (CBTDEV) and Materi el

Devel oper (MATDEV), will explore best possible options for

contracting devel opnent of KM training products. This includes correctly
conveying the KM training strategy to the MATDEV. The MATDEV shoul d be
able to deduce fromthe training strategy the types of training products
needed for each domain to support KM training.



6.1.1.5.3 General Support Services

KM client node training will be acconplished by a conbi nation of
on-the-job training, conmputer based nedia and institutional training. NSA
in the role of KM PMO has undertaken establishnment of a Joint Service

Trai ning Working Group to nonitor and assist the vendor w th devel opnent
and nodification of the M3C training package. Spiral 1 training package has
been devel oped and will support both | OT&E and Spiral 1 NET.

During the Spiral 2 devel opnment process, the training package will be
updated with each capability spin delivery. Al Services will inplement and
use the sane MEC core training package for NET as well as subsequently
enpl oy the sanme package in support of Service institutional training.

Proj ected course length is eighty (80) hours.



6.1.2 Architectures and Standards Component
Not Applicabl e



6. 1. 3 Managenent, Eval uation, and Resource (MER) Processes Component

TBD



6.1.3.1 Managenent

Directorate of Training (DOT) and Capabilities, Devel opnent and
Integration Division (CDID), in close coordination with TRADOC Capability
Manager for Networks & Services (TCMN&S), will manage KM effort as the
Trai ni ng Devel oper and Conbat Devel oper, respectively. Enbedded in the DOT
are training specialists/devel opers, charged with ensuring all aspects of
training are identified and inplenmented. Both organizations wll
participate in strategy devel opment with regards to tactical operations and
training. Both organizations will monitor, conment on, and attend concept
devel opnent and experinentation neetings dealing with KM. Training
requirenents will be devel oped and incorporated in requirenents docunents
and the System Trai ning Plan (STRAP) devel oped and updated as required by
the Joint Capabilities Integration and Devel opnment System (JCIDS).



6.1.3.1.1 Strategic Planning

TRADOC is defining nethods to train Army XXI. ATXXlI is the Arny's training
strategy to ensure that Arnmy XXl realizes its potential through

battl e-focused training using state-of-the-art training support
capabilities. It is a nobdernization effort that enconpasses three Force
XXl axes through, collective, individual, and systens training. The ATXX
Canpai gn Plan inplenents ATXXI training strategy using three training axes:
Warfighter XXI, Warrior XX, and Warfighter Mdernization (WarMd)

XXI. These axes support unit, institutional (including distributed

| earning (DL) and self devel opnent), and Arny nodernization training (AM).
They are interdependent and rmutual ly supporting. The axes rely heavily on

i nformation technol ogy to support nodernized cl assroons, DL, training

devel opnent (TD), testing, and training nanagenent. TRADOC wi |l ensure
neeting the Arny's requirenment for tough, realistic training by using Force
XXl I nformati on Age Technol ogies and a m x of virtual, constructive, gam ng
and live training environnents. One of the Arny's top priorities

is "digitizing the battlefield" to provide seanl ess digital conmand and
control capabilities throughout the fighting force. Miultiple initiatives
are underway to harness mcroprocessor and infornation technology to

mai ntain an edge in projecting and enpl oyi ng power on future battlefields
and to enbed conpl ex, conbined arnms, structured training into the digitized
force. The technol ogi es cover a w de range, from sinple conversion of text
to digital formats in Synthetic Environments with high fidelity digita
representations of actual terrain



6.1.3.1.2 Concept Devel opnment and Experinentati on (CD&E)

Proponents use the Trai ning Devel opnment Capability (TDC) to devel op

col lective (Warfighter), individual (Warrior), and AMI (WarMod) training
products. Wth inplenentation of the Total Arny School System

(TASS), Reserve Conponents (RC) are taking a proactive role in the

anal ysi s, design, devel opnent, and validation of One Arny School System
(OASS) Courses. Training devel opnent of KM training products nust be nore
responsi ve and take | ess devel opnent tinme. Current and future autonmation
tool s which conprise the current TD autonation system TDC, will assist in
training anal ysis, design, and devel opnent. Training devel opnent nust al so
satisfy future training requirenments by applying information-age
technol ogi es instead of relying on instructor-led instruction and utilize
Warfighter Rapid Acquisition to nmaxim ze resources. Training devel oper

i nvol venent in Advanced Warfighter Experinments will involve spira

devel opnent of training products in an environment that allows one to test,
fix, and test again to gain newinsights into the effects of training as it
i s devel oped rather than waiting until the "end" to eval uate and inpl enent
changes. Devel oprment is accel erated through experiential |earning and
docunent ati on. Insights gained through experiences provide input to the
devel opnent of training products and processes. Experiences begin with the
sinmpl e, and nove through the conpl ex. Each experience captures new
information that is applied to the followi ng exercise or products. The
entire process is planned to permt spiral devel opnent and training to the
next level. Using the automated tools available to training devel opers
(specifically TDC and its related CATS and doctrine conponents) allows for
a faster and nore efficient devel opnent process. KM training products
must support the live, virtual, constructive and gam ng (LVCG training
envi ronnment s.



6.1.3.1.3 Research and Studi es
Not Applicabl e



6.1.3.1.4 Policy and CGui dance

The foll owi ng docunments provide guidance and direction for the TSS:

* AR 350-1 and AR 350-38

* TRADOC Regul ations 350-70 and 71-20

* TRADOC Panphl et 71-20



6.1.3.1.5 Requirenents Generation

This STRAP supports the Key Managenent Infrastructure (KM) Capability
Increment 2 (Cl-2) Capability Production Docunent.



6.1.3.1.6 Synchroni zation

Existing training POs and courses already in place will need to be updated
to not only include the Cyber COE, but also satellite schools that will
prepare to train KM. KM training materials and products will also need to
be i ncorporated and synchronized with LandWarNet e-University DL courses as
well. Training materials rmust al so be synchronized with Operational and

Sel f - Devel opnent Domai ns.



6.1.3.1.7 Joint Training Support

A systenms approach will be used for creating an Inter-service comopn core
KM curriculum Each Service/ NSA reserves the right to repackage the
curriculumto neet the Service's/NSAs requirenents, as |long as, the comon
core curriculumis presented and the commbn assessnent of student
proficiency is adm nistered and scored consistently with a passing score
threshold of 75% enforced. The overall security classification of the KM
training programw thin each respective Service school house will be

cl assified SECRET// Rel easabl e to USA, AUS, CAN, GBR, and NZL. Course
control docunents (training plan, training standard, course chart, PO,
practical exercises, etc.) will be Unclassified; so to not disrupt the
approval process for obtaining funding, nanpower, and resources of the
Servi ces school house. The | esson plan will be classified

SECRET, commensurate with the training program The comobn core KM
curriculumw Il not exceed 80 classroom hours; any Service's/Cvil Agency's
KM policy training will be an adjunct to the 80 classroom hours.

Li fe-cycle Software/ Training Support. NSA PMOw Il provide life-cycle
sustai nnent for software and training developnent for the life of the KM
program post | OT&E.



6.1.3.2 Evaluation

KM training in all training domains nust be evaluated to ensure our
Sol di ers receive effective and up to date training. Evaluation of KM
training and training materials and products will provide the feedback
needed to nake nodifications and adjustnments to training materials,
products, facilities, delivery nethods and cl assroom sizes. KM training
evaluation will enploy a variety of techniques. The foll ow ng eval uation
nmet hods will be used at a mininum Quality Assurance (Q}), Assessnents,
Custoner Critiques and Feedback, Lessons Learned, and After Action Reviews
(AAR) .



6.1.3.2.1 Quality Assurance (QA)

The proponent Quality Assurance Ofice (QAO wll use proven techniques to
determine the quality of training provided by the institution. Internal

eval uations will focus on presentation of the tasks at the

institution, course content, and instructor presentation of material. QAO
wi Il be responsible for conducting any Post Fielding Training Effectiveness
Anal ysis (PFTEA). (bservations will be reported to the DOT for corrective
actions.



6.1.3.2.2 Assessments

QAO conducts assistance visits with selected units and organi zati ons. They
provi de spot-checks and assign an assessment ratings of "Met", "Met with
Comment™", "Not Met", or "Hi gher Headquarters Issue (HH )"for each area.
QAO gives specific attention to all areas TRADOC rated as anything other
than "Met". For courses that are not reviewed by TRADOC, QAO conducts a

t hor ough revi ew of the checklists and supporting documentation. Applicable
key | eaders receive feedback via a fornmal out brief and/or a witten
assessnent in the Sustain/lnprove/Devel op format used by the TRADCC

eval uation team



6.1.3.2.3 Custoner Feedback

The Warfighters we train are our greatest feedback source for conducting
internal quality assurance of training. The student critique process is a
great assessnent tool for evaluating the effectiveness of the TSS and can
be used to nmake necessary adjustnments to training products, classroom size,
and PO/l esson plans. The goal of the feedback process is for course
managers and senior instructors to incorporate student opinions in the
overal |l training eval uation process.



6.1.3.2.4 Lessons Learned/ After-Action Reviews (AARs)

The Arny Lessons Learned Library can and will serve as a val uabl e resource
for Soldiers to inprove their skills at operating and depl oyi ng KM
training products and materials as well as serve to nake corrections and
updates to training products and nateri al



6.1. 3.3 Resource

The Capability Production Docunent (CPD) specifies training is properly
resourced by the Program Objective Menorandum (POM) briefing presented by
the MATDEV (PM . Resources provided by the PMwould include any training
Ai ds, Devices, Sinmulations, as identified in the requirenments docunent.

1. Training Devel opers ( TNGDEV)

Pri or FY14 FY15 FYl1l6 FY17 FY18 FY19
Item
Resour ced Yrs or $K[Yrs or Yrs or Yrs or Yrs or Yrs or
$K $K $K $K $K
Manpower -
TD
$400K $500K $500K $500K $500K $500K
Cont ract or
$300K $500K $500K $500K $500K $500K
Civilian
$200K $200K $200K 200K $200K
Enl i sted
V\ar r ant
O ficer




Contract/ Spt $300K $300K $300K $300K $300K $300K
$400K $400K $400K $400K $400K $400K
C v Pay
$50K $75K $75K $75K $75K $75K
Trvl/ Per
Di em
$40K $40K $40K $40K $40k $40K
O her
Rati onal e: TNGDEVs are needed to devel op and maintain the prograns of

i nstruction and ot her outputs of the SAT process.
be used in different areas within the training program Travel/Per
and four instructor/key

represents cost to attend training and revi ews;

Mlitary personne
D em

will

personnel to evaluate training prior to operational testing.
2.) Training Products
It em Resourced| Prior FY14 FY15 FY16 FY17 FY18 FY19
Yrs or Yrs or Yrs or Yrs or Yrs or Yrs or Yrs or
$K $K $K $K $K $K $K

Trai ni ng
Product s




Trai ni ng Pubs $200K $200K [$200K $200K $200K $200K
TSP $150K $150K [$150K $150K $150K $150K
M $250K $250K $250K  [$250K $250K $250K
ETM $200K $200K $200K $200K $200K $200K
STP
I ETM $40K $40K $40K $45K $50K $50K
CATS $100K $100K $100K $100K $100K $100K
Printing $5K $5K $5K $5K $5K $5K
Di stribution $1K $1K $1K $1K $1K $1K
O her $5K $5K $5K $5K $5K $5K
Rati onal e: Cost to develop, revise, maintain, and distribute Training

Products. Includes cost to develop TSP that will

be used for NET,




institutional,

3.) TADSS

operati onal ,

and sel f -devel opnent domai ns.

It em Resour ced|Pri or FYl4 FY15 FY16 FY17 FY18 FY19
Yrs or $K{Yrs or $KYrs or $KYrs or $KYrs or $KYrs or $K

TADSS

Si nul ators

Si mul ati ons

GTA

Sof t war e $0K $0K $5K $5K $5K $5K

Trng Equi p* $0K $0K $912K $912K $0K $0K

Equi pnent $785K $260K $10K $10K $10K $10K

Printing $0K $0K $10K $10K $10K $10K




Shi pnent

$70K

$35K

$1K

$1K

$1K

$1K

Sust ai nment

$0K

$0K

$5K

$5K

$5K

$5K

O her

Rat i onal e:
trai ni ng use

use as training devices.*Actual

oper ati onal

I ncludes the cost to procure and naintain actua
Forty six (46) actual

systens for
systens are required for
item of equi pnent used for training which

does not lose its identity as an end itemfor operational purposes.

4.) Facilities
Item Resourced | Prior| FY14 FY15 FY16 FY17 FY18 FY19

Yrs or Yrs or Yrs or Yrs or Yrs or Yrs or
$K $K $K $K $K $K

Facilities/Land
Facilities $100K $50K $50K $10K $10K $10K
Land $0 $0 $0 $0 $0 $0




Site Surveys $1K $1K $0K $0K $0K $0K
AC/ DC Power $10K $10K $10K $10K $10K $10K
Equi prent $785K $20K $20K $20K $20K $20K
Mai nt enance $10K $10K $10K $10K $10K $10K
O her $150K $150K $10K $7K $7K $7K
Rati onal e: Cost to nodify existing facilities to acconmodate new power and

shi el ding requirements of new system and el ectrica

equi prent .

5.) Software License and | T Support

power needed to operate

I tem Resour ced

Prior| FY14 FY15 FY16
Yrs or Yrs or Yrs or
$K $K $K

FY17

Yrs or
$K

FY18

Yrs or
$K

FY19

Yrs or
$K




Trai ni ng
Servi ces/ Tl |

LMVS

Servi ces

Servers

Li censes

I T Support

O her

$6K $6K $8K $7K $6K $5K
$1K $1K $1K $1K $1K $1K
$1K $1K $1K $1K $1K $1K
$1K $1K $1K $1K $1K $1K
$5K $5K $5K $5K $5K $5K
$0. 5K $0. 5K $0. 5K $0. 5K $0. 5K $0. 5K

Rational e: Software license and | T support will

be required.




7.0 Operational Training Domain

KM Cl-2 operational training objective is unit and individual/crew conbat
readi ness, the devel opment of |ethal teams, Soldiers, and Leaders. Field
conmanders continue to enploy the principles of Arny training to train

nm ssion-essential tasks at the unit-level. Unit training will be hands-on
and standards based. The intent is to provide Leaders, units, and Sol diers
with a realistic, operationally relevant training environnment that
replicates the full spectrumof wartinme operations. It will also allowthe
conmmand to integrate KM Cl-2 across Warfighting Functions.

Qperational training requirements for KM Cl-2 will be integrated into al
affected units CATS which are the unit training strategy for current and
future training and identifies, quantifies and justifies the training
resources required to execute training. The goal of operational training is
to sustain individual, |eader, battle staff and collective proficiency.
Conmmanders are responsi ble for planning, resourcing and executing unit
trai ning which is based on CATS whi ch provi de conmanders with a training
framewor k. Training devel opers and conmanders need to ensure any new
operational training requirenments to sustain unit training are integrated
into existing unit CATS which provides the Iinkages fromcapabilities to
collective tasks and provides a gated strategy using the craw -wal k-run
approach to training. Integrated CATS supports training events/exercises
and frequencies, identifies resources and training support requirenents,
and recommends mnulti-echel on training opportunities.



7.1 Operational Training Concept and Strategy

Units fielded KM Cl-2 will be able to practice individual and collective
tasks using the systemin a static training environment. Unit training wll
be conducted initially through NET when KM Cl-2 is fielded. Al NET
materials will be provided to the unit so that the unit can develop its
sustai nment training program Units will incorporate training requirements
i nto schedul ed CATS training events such as field training exercises (FTX)
and simlar exercises.



7.1.1 Product Lines

I ndi vi dual and col l ective/crew tasks will be trained to both the AA/ RC.
There will be no difference in training content between AA/RC. Tasks wil |
be devel oped in TDC so they can be delivered to the Soldiers in the
operating force through the Digital Training Managenent System (DTMS).



7.1.1.1 Training Information Infrastructure

See Paragraph 6.1.1.1



7.1.1.1.1 Hardware, Software, and Communi cations Systens

See Paragraph 6.1.1.1.1



7.1.1.1.2 Storage, Retrieval, and Delivery

I ndi vi dual and collective training products will be devel oped in accordance
wi th TRADOC Regul ati on 350-70 and desi gned through TDC so they can be
delivered to the operational forces through the DIM5



7.1.1.1.3 Managenent Capabilities

DTMs is the prinmary neans for nmanagi ng and delivering training products,
(Col I ective Tasks, Individual Tasks Drills, CATS) to the operating
force. AR 350-1 Chapter 4, directs that DIM5 is the prinmary authorized
aut onat ed system for nmanaging training in Army units.



7.1.1.1.4 O her Enabling Capabilities

See Paragraph 6.1.1.1.4



7.1.1.2 Training Products

Trai ning products associated with Operational Training are centered on
those itens utilized during NET and institutional training - i.e.

simul ati ons and sinmulator use, and DL. These training products, will be
delivered with the NET TSP during the Unit NET. Operational training wll
be acconplished with the NET TSP, including any CBTs and IM to be left
with the unit follow ng NET.



7.1.1.2.1 Courseware

Courseware will consist of text-based hel p-style | CWand cl assroom based
TSPs that will be integrated into KM Cl-2 institutional and unit training
for the AA/RC as applicable. Electronic technical mnuals (ETM and

el ectronic exportable TSPs will be used to augnent delivery of |ICWand
CBTs. These el ectronic manual s and TSPs can be archived in the LVWNeU
portal, the Central Arny Registry (CAR), and the Defense Connect Online
(DCO portals.



7.1.1. 2.2 Courses

No formal courses will be provided that specifically focus on operationa
training, other than those courses taught during NET and institutiona
training. The institutional courses are developed in such a way that
conmanders can add the training objectives to unit nissions trained in both
field and garrison environnents.



7.1.1.2.3 Training Publications

Al training materials, publications and user nmanuals will be available on
the MCs information center in digital fornat.



7.1.1.2.4 TSP

See Paragraph 6.1.1.2.4



7.1.1.3 TADSS

See Para 6.1.1.3



7.1.1.3.1 Training Aids

See Paragraph 6.1.1.3.1



7.1.1.3.2 Training Devices
Not Applicabl e



7.1.1.3.3 Sinul ators
Not Applicabl e



7.1.1.3.4 Sinul ati ons

See para 6.1.1.3.4



7.1.1.3.5 Instrunentation

Duri ng schedul ed test events, devel opnental test facilities were nade

avai l abl e to Servicel/ Agency operational test personnel for early
famliarity and informal training. Devel opnental Test Organization (DTO
personnel will performSpiral 1 and Spiral 2 System DT&E2 at Test
Infrastructure (Tl) facilities, utilizing network resources and
operationally representative test key material and system conponents. This
test event will utilize KM systens that are configured for use in a test
envi ronnent but are destined to be used for the operational m ssion.
Further, this test event will use operationally representative test data
and key material. The test sites and facilities identified for
participation in System DT&2 for each KM spiral will include utilization
of the NSA EKMS Tl and the KM TI. The test sites and facilities identified
for participation in Operational Assessment 1 (QAl) and QA2 events for each
KM spiral will include utilization of the KM TI. Appropriate KM system
conponents will interface with the EKM5 Tl to result in a KM TI that
mrrors the operational environnent. Spiral 1 OAl1 will use the sane test
envi ronnent as System DT&E2.



7.1.1.4 Training Facilities and Land

See Para 6.1.1.4



7.1.1.4.1 Ranges
Not Applicabl e



7.1.1.4.2 Maneuver Training Areas (MIA)
Not Applicabl e



7.1.1.4.3 Cl assroons

see Para 6.1.1.4.3



7.1.1.4.4 CTCs

KM Cl-2 will interface with communi cati on conmponents of Conbat Trai ning
Center-Instrunmentation Systenms (CTCG-1S). The CTCG- IS will be used to
validate the ability of units to enmploy KM Cl-2 within the force.



7.1.1.4.5 Logistics Support Areas

Mai nt enance for fielded Army operational Client Nodes will be managed

t hrough the Arny Customer Support Center. The Army Customner Support Center
is |located at Fort Huachuca, Arizona and operates NMNonday through Friday
0600 to 1700 MST. Virtual service is provided after hours and on weekends
and holidays for energency situations. E-nail requests can al so be sent to
tier2cst@onus.arny.ml . The support center can be contacted toll-free at
877-896-8094 or DSN 879-9900. The NSA and Service help desks will |everage
a single integrated Hel p Desk trouble ticket systemwhich will provide real
time access to trouble history data and troubl eshooting decision charts.
The integrated ticket systemw |l also provide netrics support to assist in
the identification of systematic KM problens or potential KM
supportability issues.

Fi el d Level maintenance involves preventive maintenance, fault isolation,
limted software recovery actions, and replacenent of faulty LRUs. The KM
user will receive introductory training to support the setup, operation,
and mai ntenance of the KM Cient Node | AWthe published procedures of the
MEC Oper at or Mai ntenance Manual (OWMM). The Custoner Support Center will
serve as the first level of support for all Army Cient Nodes, client
operator personnel, and the supported KOA accounts. The KM operators will
performpreventative and |limted nmai ntenance and assist with fault

i solation under the direction of custoner support technicians . |ssues that
cannot be resolved will be referred by the Arny Custoner Support Center to
the NSA KM Hel p Desk. Once hardware issues are di agnosed, custoner support
personnel and/or the item manager will provide gui dance to the user
regarding the disposition of the failed Lowest Replaceable Unit (LRU). The
repl acenent LRU will be sent to the client user fromthe FSP, depot, or a
desi gnat ed operational backup site. Army users will send failed parts to
the Arny depot for first |ook and di sposition. The Armnmy depot will backfill
the FSP; and the PICA will backfill the Arny depot.

Cust omer Service Support

The Arny Custoner Support Center will work closely with other Service Help
Desks and the NSA KM Help Desk to provide detail ed troubl eshooting history
in a single integrated Hel p Desk trouble ticket database avail able on the
SIPRNET. Arny service technicians will have the ability to access conposite
mai nt enance history to better support solution selection, user direction,
and alternative corrective actions. The Hewl ett-Packard Servi ce Manager
(HPSM has been selected as the tool to support the DoD wi de information



collection effort. HPSMwi ||l additionally provide the netrics to anal yze
trends, evaluate supportability issues, and highlight specific problem
ar eas.

Depot Mai nt enance and Sust ai nnent

Sust ai nnent Level nmaintenance will consist of fault isolation, parts and
supplies support, and license and warranty actions, as required. The Air
Force's Cryptographic System Division (CPSD) has been selected as the PICA
Depot / Def ense Mai nt enance Activity (DVMA) for KM including the KM dient
Nodes. Subsequent to the Arny's first |look, all reparable equipnment and
LRUs will be shipped to the KM PICA for repair. Non-repariabl e equi pnent
will be returned to the sparing pool for final disposition. The KM DVA

wi Il provide services | AWstandard PICA requirenments. The Army depot is the
PI CA for the KG 250. An abbreviated |ist of PlICA services follows.

Verify suspect LRUs

Provi de repair estimates

Execut e spare repl eni shnent

Mai nt ai n dat abase and trend anal ysi s

Repai r AKPs

Facilitate the repair of COTS equi pnent

Conpl ete LRU destruction and/or distribution actions



7.1.1.4.6 Battl e Command Trai ning Centers (BCTC)
Not Applicabl e



7.1.1.5 Training Services

See para 6.1.1.5



7.1.1.5.1 Managenent Support Services

See Para 6.1.1.5.1



7.1.1.5.2 Acquisition Support Services

See Para 6.1.1.5.2



7.1.1.5.3 General Support Services

See para 7.1.1.5.3



7.1.2 Architectures and Standards Component



7.1.2.1 Qperational View (QV)

Arnmy transformation is grounded in the operational franework of joint
doctrine and concepts for future, joint and conbi ned operations. Joint
force commanders require Arny elenents to be able to conduct any mission
assigned in the context of rapid decisive operations. This infrastructure
will provide a neans for the secure generation, production, distribution,
managenent and auditing of cryptographic products.



KM Operational View



7.1.2.2 Systenms View (SV)

KM Cl-2 and its conponents shall be based on an open system architecture
design and i npl ement standardi zed interfaces to allow integration with
ot her system conponents.



KMI Central and Regional Systems

SIPRNET, HIPRHET,
PSTHNASDN [Client Dialup)

SIPRMET, HIPRHMET,
INTERMNET, PST H/ISDH
[Client Dialup)

PSTH/ISDN {Diatup

SIPRNET, NIPRNET,

)




7.1.2.3 Technical View (TV)
Not Applicabl e



7.1.3 Managenent, Eval uation, and Resource (MER) Processes Component

See para 6.1.3



7.1.3.1 Managenent

See Para 7.1.3.1



7.1.3.1.1 Strategic Planning

See Para 6.1.3.1.1



7.1.3.1.2 Concept Devel opnment and Experinentati on (CD&E)

See para 6.1.3.1.2



7.1.3.1.3 Research and Studi es

See Para 6.1.3.1.3



7.1.3.1.4 Policy and CGui dance

See para 6.1.3.1.4



7.1.3.1.5 Requirenents Generation
Not Applicabl e



7.1.3.1.6 Synchroni zation

Refer to Para 6.1.3.1.6



7.1.3.1.7 Joint Training Support

Refer to Para 6.1.3.1.7



7.1.3.2 Eval uation

Refer to Para 6.1.3.2



7.1.3.2.1 Quality Assurance (QA)

Refer to Para 6.1.3.2.1



7.1.3.2.2 Assessments

Refer to Para 6.1.3.2.2



7.1.3.2.3 Custoner Feedback

Refer to Para 6.1.3.2.3



7.1.3.2.4 Lessons Learned/ After-Action Reviews (AARs)

Refer to Para 6.1.3.2.4



7.1.3.3 Resource Processes

Trai ni ng Products

I tem Resourced| Prior FY14 FY15 FY16 FY17 FY18 FY19
Yrs or Yrs or Yrs or Yrs or Yrs or Yrs or Yrs or
$K $K $K $K $K $K $K

Trai ni ng

Pr oduct s

Trai ni ng Pubs $200K $200K [$200K $200K $200K $200K

TSP $150K $150K [$150K $150K $150K $150K

M $250K $250K $250K [$250K $250K $250K

ETM $200K $200K $200K $200K $200K $200K

STP

| ETM $40K $40K $40K $45K $50K $50K

CATS $100K $100K $100K $100K $100K $100K




Printing $5K $5K $5K $5K $5K $5K
Di stribution $1K $1K $1K $1K $1K $1K
O her $5K $5K $5K $5K $5K $5K
Rati onal e: Cost to develop, revise, maintain, and distribute Training
Products. Includes cost to develop TSP that will be used for NET,
institutional, operational, and self-devel opnment domai ns.
ltem Prior FY10 FY11 FY12 FY13 FY14 FY15
Resour ced Yrs or $K|Yrs or $K|Yrs or $K|Yrs or $K|Yrs or $K|Yrs or $K
Manpower -
1D
Cont ract or
Cvilian

Enli sted




V\ar r ant

O ficer

Contract/ Spt

C v Pay

Trvl / Per
D em

O her




8.0 Sel f-Devel opment Trai ni ng Donmain

Sel f -devel opnent is a positive, goal-oriented, continuous, career-I|ong
process that should stretch and broaden Leaders beyond their institutiona
trai ni ng and education and operational experiences as they prepare for
future assignnments and increased responsibilities. Leaders and Sol di ers
nust be self-aware and assunme responsibility for their own sel f-devel opnent
t hrough continual self-assessnent and renedial actions. Self-devel opnent
actions may include sel f-study, professional reading prograns, and civilian
education courses that support the individual and unit devel opnental goals.
Sel f-devel opnment is a joint effort involving Soldiers, |eaders, comranders,
supervisors, and proponents to map efforts and set priorities to achieve
maxi num benefit.



8.1 Sel f-Devel opent Traini ng Concept and Strategy

The MATDEV will provide the upgrades to the units as required for the

est abl i shnent of sustainment training. Training naterial will also be
downl oaded to Landwarnet for self-devel opment training. Leaders wll be
capabl e of nmonitoring their Soldier's progress by use of the ALMS or
equi val ent. These itenms will be packaged so that individual Soldiers can
conduct self-taught, self-paced | earning. The package will nonitor the
Sol dier's progress and | evel of understanding. The training will include
IM and conputer based training (CBT) to provide the student with virtua
hands on experience. The training will enconpass both operator and
mai nt ai ner training.



8.1.1 Product Lines

Product lines will consist of hardware, software, publications, courses,

| essons, training aids, training facilities and managenent services that
will provide the capabilities that trainers and Soldiers need to train in
t he sel f-devel opnent donai n.



8.1.1.1 Training Information Infrastructure

Refer to Para 6.1.1.1



8.1.1.1.1 Hardware, Software, and Communi cations Systens

Har dwar e, Software, and Comruni cati ons Systens. The Arny Know edge Onli ne
(AKO infrastructure includes approved Learni ng Managenent Systens (LMS)
that register students and track their progress, and provides an integrated
platformfor content, delivery, and nanagenent of |earning via Wb Based
Training (WBT). The user interface is through an internet connection or
use of an intranet and other standard comuni cati ons protocols.



8.1.1.1.2 Storage, Retrieval, and Delivery

Digital information will be shared with the Central Arny Registry (CAR), or
other mlitary training repositories as necessary, and with new
repositories as they evolve through the Arnmy Training Information
Architecture (ATIA).



8.1.1.1.3 Managenent Capabilities

Sel f devel opnent training prograns will utilize the Arny Learning
Managenent System (ALMS) to track student progression through |essons,
exerci ses, and evaluations. The ALMS will be capabl e of downl oadi ng student

acadenmi c records, tracking student progression, and sending the data back
to the LMWNeU (https://Iwn.army.ml/). Oher services will utilize their
appropriate management systems to track student progression



8.1.1.1.4 O her Enabling Capabilities
Not Applicabl e



8.1.1.2 Training Products

Qperators and naintainers will have the same access to training as
expl ained in Paragraphs 6.1.1.2 and 7.1.1. 2.



8.1.1.2.1 Courseware

Trainers and Soldiers will have the sane access to training products as
explained in paragraph 6.1.1.2.1 and 7.1.1.2.1 for self-devel opnent



8.1.1.2.2 Courses

The courses are listed in para 6.1.1.2.2



8.1.1.2.3 Training Publications

Al training materials, publications and user nanuals are available on the
MC s info center in digital format.



8.1.1.2.4 Training Support Package (TSP)

The KM/M3C TSP will provide training products, materials, and infornmation
t hat supports individual and collective tasks that will be integrated into
a training and managenent scenari o driven exercise. The nultinmedia TSP wll
be a tutorial "how to" nodule that permts audi ences to be sel f-taught,
wherever feasible, and will include a diagnostic test nodule that pernits
identification of Soldier training proficiency by nodule. Certification
and sustainment training will be facilitated by the multinmedia TSP |eft
with the unit follow ng NET.



8.1.1.3 Training Aids, Devices, Simulators and Sinmnul ations (TADSS)

perators and nmaintainers will have the sanme access to TADSS as expl ai ned
in Paragraphs 6.1.1.3



8.1.1.3.1 Training Aids

Qperators and nmaintainers will have the sane access to the sane training
aids as explained in Paragraph 6.1.1.3.1



8.1.1.3.2 Training Devices
Not Applicabl e



8.1.1.3.3 Sinulators
Not Applicabl e



8.1.1.3.4 Sinul ations
Not Applicabl e



8.1.1.3.5 Instrunentation
Not Applicabl e



8.1.1.4 Training Facilities and Land
Not Applicabl e



8.1.1.5 Training Services

Training services required for self-devel opnent training are the sane
as explained in Paragraph 6.1.1.5



8.1.1.5.1 Managenent Support Services
Not Applicabl e



8.1.1.5.2 Acquisition Support Services

The TNGDEV, in conjunction with the Conbat Devel oper (CBTDEV) and Materi el
Devel oper (MATDEV), will explore the best possible options for contracting
t he devel opnent of KM self devel opment training products. This includes
correctly conveying the KM training strategy to the MATDEV. The MATDEV
shoul d be able to deduce fromthe training strategy the types of self
devel opnent training products needed to support KM training.



8.1.1.5.3 General Support Services
Not Applicabl e



8.1.2 Architectures and Standards Component
Not Applicabl e



8. 1.3 Managenent, Eval uation, and Resource (MER) Processes Component
Not Applicabl e



A M| estone Annex

TRAI NI NG DEVELOPMENT PAGE _1 of _2 Mat eri el Requirenents
M LESTONE SCHEDULE - SHEET PAGES Docunent
Annex A
SYSTEM ACAT OFFI CE SYMBOL AS OF DATE
KM Cl-2 ATZH DTN
1D
PO NTS OF CONTACT NAVE OFFI CE SYMBOL TELEPHONE

MATERI EL  COMVAND

TRADOC PROPONENT Nero Borders | MNE-MON-LG EM M5757-878-0242 DSN

826- 0242
TCM N&S COL Roper ATZH I DN DSN 780-4223
Dor LTC I den ATZH DTN DSN: 780- 6206
PD COVBEC Ral ph Jordan SFAE- C3T- NCF 443-395- 2757
SUPPORTI NG
PROPONENTS:
| TEM DATE RESPONSI BLE AGENCY/ PCC TELEPHONE

OFFI CE SYMBOL

IVNS: ATZH- | DN COL Roper DSN 780-4223



SS: 06 SFAE- C3T- NCF Ral ph Jor dan 443- 395- 2757

VAY 12
CDD: 15 AUG 06 AZTH-I DN Al Transou DSN 780- 8050
| LSIVP: PEG- CT3- HQ Di ane Merl a 732-532-0155
TTSP: 20 ATZH- DTN Geral d Evans DSN 780-8132
JUN 12
QQPRI : ATZH I DC-FB W | i am Dabney DSN 780- 5488
BA P: ATZH I DC-FB W | i am Dabney DSN 780- 5488
NETP: SFAE- C3T-NCF Bill Ri bbans 732-532- 4045
CONOPS 26 ATZH- | DC Stanley Wite 706- 791- 6512
VAY 10

COMMENTS: (Continue on reverse side if necessary)

R = Revised / Updated Approved date
C = Conpleted / Approved Date
D = Draft
TRAI NI NG DEVELOPVENT M LESTONE |PAGE _2 of Mat eri el Requirenents

SCHEDULE - SHEET B 2 Documnent



PAGES

SYSTEM

KM Cl -2

ATZH- DTN

TRADOC SYMBCL

AS OF DATE

TRAI NI NG PACKAGE ELEMENT/ PRCDUCT:

I ndi vi dual Training Plan/ CAD/ PO/ Course Start Date
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NOTE: All dates are estinmated based on a 4QFY14 FUED

COMMENTS: (Continue on reverse side if necessary)

1. CAD
2. PO
3. ITP

4. Course Start - 30QFY15
5. NET - 4QFY14

6. FUE - 4QFY14

7. 10C

8. FCC

NOTE: All dates are estimated based on a 4QFY14 FUED
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DEPARTMENT OF THE ARMY
HEADQUARTERS UNITED STATES ARMY CYBER CENTER OF EXCELLENCE
AND FORT GORDOMN
506 CHAMBERLAIN AVENUE
FORT GORDON GEORGIA 30905-5735

ALTH-DT 1 August 2014

MEMORANDUM FOR Commander, Ammy Training Support Center (ATSC), Systems
Training Integration and Devices Directorate (STIDD), Amy Modernization Office,
(ATTMN: ATSC-STIDD/Mr. Nero Borders), Fort Eustis, VA 23604-5166
SUBJECT: Key Management Infrastructure (KMI) Capability Increment 2 (Cl-2) System
Training Plan (STRAP) Approval Memorandum
1. References:

a. Ammy Regulation 350-1, Amy Training and Leader Development, 4 Aug 2011.

b. TRADOC Regulation 350-70, Army Leaming Policy and Systems, 6 Dec 2011.

c. TRADOC Regulation, 71-20, Concept Development, Experimentation, and
Requirements Determination, 6 May 2009.

d. KMI Capability Production Document (CPD), Version 3.0, 16 Dec 2009.

2. The KMI CI-2 STRAP is approved. Approved STRAP will be posted to the Central
Army Registry website: https:/atiam train_army mil/catalog/catalog/search htmi

3. Point of contact for this memorandum is Mr. Gerald F. Evans Jr at (706) 791-8132,
DSN 780-8132 or gerald.f.evansd.civ@mail.mil.

| DN AN AN TR TS |n..a.?77r1‘|

AMANDA L. IDEN
LTC, SC
Deputy Director, Directorate of Training|

Approval Meno



